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1. Executive Summary 

Consumer Insight panels have relied on VPN-based metering to capture digital behavioural data 
from respondents for over a decade. While VPN metering delivers deep network traffic visibility, it 
comes at a significant cost: device performance degradation, respondent churn, breach exposure, 
regulatory risk, and architectural inability to access the personal context data that drives the most 
valuable insights. 

Device Native AI (DNA) represents a fundamentally different approach. Rather than intercepting 
network traffic and exporting sensitive raw data to the cloud, DNA processes data on the 
respondent's device using Small Language Models and machine learning. Sensitive PII stays on-
device as "Zero-Shared Data" while only inferences and consented insights are shared as "Zero-Party 
Data." 

This paper provides a detailed, honest comparison of both technologies across architecture, data 
capabilities, respondent experience, privacy, compliance, and operational factors. Both technologies 
have genuine strengths, and for many panel operators the optimal strategy may be to deploy them 
complementarily. 

 

 



 

  
www.DataSapien.Com 

2. Architecture Comparison 

 VPN Metering Device Native AI (DNA) 

How it works Installs a VPN on the respondent's 
device to intercept all network traffic. 
Raw data is exported to cloud servers 
for processing and analysis. 
Anonymisation is applied as an after-
action. 

An embedded SDK ingests, stores and 
processes data on the respondent's 
device using orchestrated Small 
Language Models, ML and IFTTT rules. 
Only inferences and consented 
0PartyData are shared with the panel's 
cloud. 

Deployment Separate app download often required 
(e.g. Reality Meter). Some providers 
offer embedded SDKs, but VPN 
activation still required. 

Embedded SDK within the panel's own 
app. No separate download. No VPN 
activation. 

Processing 
location 

Cloud servers On-device 

Panel coverage Subset of panelists: requires separate 
app install or VPN opt-in. Privacy-
conscious respondents decline. 
Fragmented experience across multiple 
apps. 

100% of panel app users. SDK is part of 
the native app experience. Single 
integrated app. Appeals to privacy-
conscious respondents. 

Examples RealityMine (separate app), 
Netquest/Wakoopa (cloud SDK) 

DataSapien Device Native AI 
(embedded SDK) 
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3. Data Capabilities: Detailed Breakdown 

3.1 Core Metering Data 

Data Type VPN Metering Device Native AI 

App usage ✓ All apps via network traffic 
observation: time spent, 
open/close events, background 
activity 

✓ Android: apps installed, time in app. iOS: 
apps installed. Expanding capabilities under 
development. 

Web browsing ✓ Full URL-level data across all 
browsers via packet inspection. 
Search queries, page duration, 
navigation patterns. 

● iOS: browsers installed. Android: browsers 
installed, time in browser app. URL-level 
capture under development. 

Network traffic ✓ App-level API calls, 
background data transfers, 
HTTPS metadata, content 
delivery patterns 

✗ No packet-level network inspection 

Device data ● Limited to network-
observable signals 

✓ Comprehensive: battery state, carrier, 
connectivity, screen brightness, orientation, 
storage, device model, OS version, language, 
timezone, VPN status, headphone state, and 
more 

Key insight: VPN metering captures deeper network traffic data (URLs, API calls, HTTPS metadata). DNA 
captures deeper device-level and personal context data. They observe fundamentally different layers of 
the respondent's digital life.  
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3.2 Personal Context Data 
This is the category where the architectural difference is most significant. VPN metering intercepts 
network traffic but cannot access data that stays on the device or data from accounts (from social 
media to open banking). DNA processes data locally, giving it access to personal context that is 
architecturally impossible for cloud-based solutions to reach. 

Data Category VPN Metering Device Native AI 

Health & fitness ✗ Cannot access. Can only 
observe that a health app 
was opened. 

✓ HealthKit / Google Fit: step count, heart rate, 
sleep duration, VO2 max, calories burned, weight, 
blood oxygen. Processed on-device; raw metrics can 
be locked as Zero-Shared Data. 

Financial 
patterns 

✗ Cannot access 
transaction data or 
banking app content. 

✓ Via Open Banking APIs (UK/EU) and aggregators 
(Plaid/Yodlee in US). On-device analysis generates 
spending segments without exposing transaction 
details. 

Location context ● GeoIP only 
(approximate) 

✓ GPS, GeoIP, calendar events, app store region, 
timezone, carrier, language settings. Multi-source 
triangulation for verified location intelligence. 

Calendar & life 
events 

✗ Cannot access ✓ Calendar API integration. Life event detection, 
commute patterns, scheduling behaviour. 

Photos & lifestyle ✗ Cannot access ✓ On-device image analysis. Lifestyle signals (pet 
owner, home cook, traveller, outdoor lifestyle) 
without accessing actual photos. 

Social media ● Can observe that social 
apps were used and 
network traffic patterns. 

✓ Via OAuth connections and data takeout/SAR: 
Spotify genres, YouTube liked videos, LinkedIn 
profile, Reddit engagement, TikTok trends, and 
more. 
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Media 
consumption 

● Can observe that 
streaming apps were used. 

✓ Via account connections and missions: Netflix 
watch history, Spotify listening patterns, Audible 
genres, YouTube engagement. 

Smart home & 
IoT 

✗ Cannot access ✓ Via API integrations: Nest, Ring, Philips Hue, 
SmartThings. Presence, temperature, routines. 

Mobility & 
transport 

✗ Cannot access 
ride/route data 

✓ Google Maps commute patterns, Citymapper 
usage, Uber/Lyft data via takeout, car APIs (Tesla, 
BMW). 

3.3 Data Ingestion Methods 

Method VPN Metering Device Native AI 

Passive collection ✓ Entirely passive once 
VPN is activated. Captures 
all network traffic silently. 

✓ Native device APIs: device data, health 
(HealthKit/Google Fit), screen time, installed apps. 
No user action required after initial permissions. 

OAuth account 
connections 

✗ Not applicable ✓ Respondents authorise access to specific services 
(Google, Spotify, banking, etc.). ~40% of major 
platforms offer API access with user authorisation. 

Data takeout / 
SAR 

✗ Not applicable ✓ Privacy-compliant import of comprehensive 
historical data. 100% of platforms legally required 
to provide data export under GDPR/CCPA. 

Scripted data 
pulls 

✗ Not applicable ✓ Automated scripts to extract specific data points 
(e.g. Spotify genres, YouTube subscribed channels). 
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Missions / 
Journeys 

✗ Not applicable ✓ Multi-step designed data journeys: "Connect your 
bank + fitness app + complete a shopping mission." 
Gamified, rewarded, panel-designed. 

3.4 On-Device Intelligence 

Capability VPN Metering Device Native AI 

On-device 
inference 

✗ None. All raw 
data exported to 
cloud for 
processing. 

✓ Small Language Models, ML and IFTTT rules process data 
locally. Generates segments, predictions, intent signals, and 
behavioural summaries on-device. 

Auto-
segmentation 

✗ ✓ Automated behavioural profiling (e.g. "Committed Fitness 
Enthusiast," "Budget-Conscious Premium Shopper") 
generated from multi-variate on-device analysis. 

Live context & 
intent 

✗ ✓ Real-time context understanding: "User just finished a 
workout," "User is near a store," "Budget day approaching." 
Powers optimal survey timing and contextual notifications. 

AI chatbot (on-
device qual) 

✗ ✓ Respondent-facing AI assistant for on-device qualitative 
research. Conversational data collection with privacy 
preserved. 

Zero-Shared / 
Zero-Party Data 

Not applicable. 
All data is 
exported. 

✓ Sensitive PII stays on-device as "Zero-Shared Data" and 
drives further inference. Only consented insights are shared 
as "Zero-Party Data." Example: Date of birth stays on device; 
inferred age category is shared. When sourced from a 
Verifiable Credential (e.g. digital driving licence / mDL), the 
inferred age is both privacy-preserving and verified. 
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4. Respondent Experience & Panel KPIs 

Dimension VPN Metering Device Native AI 

Device 
performance 

⚠ Battery drain, lag, app conflicts. 
Streaming apps (Netflix, Spotify) 
commonly affected. Constant VPN icon 
serves as reminder of monitoring. 

✓ Zero performance impact. Invisible 
background operation. No app 
conflicts or network interference. 

Security impact ⚠ May require disabling fingerprint 
login or other device security settings. 

✓ No security compromises required. 

Respondent 
perception 

"They monitor everything I do" "My data stays on my device" 

Churn impact Negative. High uninstall rates. Damages 
app store ratings. Panels increasingly 
avoid installing VPN metering on their 
own apps due to churn risk; instead 
send respondents to third-party apps. 

Positive. No experience degradation. 
Can be installed on all existing panel 
apps at scale without impacting 
panelist experience. 

Engagement lift Negative (drives churn) Up to 44x uplift on contextual 
notifications (Amazon/academic 
research). 25%+ activation uplift on 
personalised offers (confirmed in 
Verizon PoC). 

Panel KPI impact Negatively impacts: CAC, Retention, 
Engagement, App Store Reviews, 
Customer Lifetime Value 

Positively impacts or neutral across all 
panel management metrics. 

Industry pattern: Panel companies are increasingly reluctant to install VPN metering on their own apps. 
Instead, they send respondents to third-party metering apps for specific projects. This fragments the 
experience and limits coverage. DNA can be embedded in the panel's own app without these trade-offs.  
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5. Privacy, Compliance & Platform Trajectory 

Dimension VPN Metering Device Native AI 

Data model All personal data transits to and is 
stored in enterprise cloud. 
Anonymisation is applied after 
collection. 

Raw PII stays on-device as "Zero-Shared 
Data." Only inferences are shared as "Zero-
Party Data." Example: DoB stays on device; 
inferred age category is shared. With 
Verifiable Credentials (e.g. mDL), inferred 
age is both privacy-preserving and verified. 

Breach exposure High. All collected data vulnerable 
to breach, subpoena, and regulatory 
audit. 

Low. The most sensitive raw PII never 
needs to leave the device. Cloud contains 
only consented inferences. 

GDPR / CCPA 
compliance 

Complex. Collecting comprehensive 
personal data at scale requires 
extensive legal basis, DPIAs, and 
ongoing compliance management. 

Privacy-by-design. Aligned with GDPR data 
minimisation principles. Minimal PII in 
cloud reduces compliance burden. 

Consent model Binary: opt in to VPN monitoring or 
don't participate. 

Granular: respondents control which 
insight categories they share. Can 
participate in some research categories but 
not others. Enables broader panel 
participation. 

Platform 
trajectory 

⚠ Apple and Google are tightening 
VPN capabilities on mobile. iOS 
restrictions are particularly 
significant and increasing. 
Regulatory trend is towards limiting 
data collection at source. 

✓ Aligned with Apple Intelligence and 
Android on-device AI direction. On-device 
processing is where both platforms are 
investing. Future-proof against tightening 
regulations. 
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6. Operational Considerations 

Dimension VPN Metering Device Native AI 

Cost at scale High. Cloud storage and processing 
costs grow with panel size and data 
volume. Every respondent generates 
continuous cloud compute. 

Low. Intelligence processing happens 
on respondents' devices. Minimal 
cloud transmission (insights only, not 
raw data). Cost efficiency improves at 
scale. 

Ownership model Typically licensed from a separate panel 
company (e.g. RealityMine). Creates 
dependency on a competitor. Limited 
control over roadmap. Revenue/data 
sharing with partner. 

Flexible: license and scale ownership as 
required. Panel controls technology 
evolution and roadmap. 

Deployment 
maturity 

Established. Multiple providers 
operating at scale over many years. 

Proven. Architecture scaled to 500,000 
MAU (CitizenMe). SDK production-
ready across iOS, Android, Flutter, 
React Native, Kotlin Multiplatform. 

Integration effort Separate app: minimal integration but 
fragmented UX. Embedded VPN SDK: 
significant integration with device-level 
permissions. 

Embedded SDK integration into 
existing panel app; embeds in minutes. 
Progressive permissions model: 
capabilities enabled incrementally 
based on research needs. 

 

 

 

 



 

  
www.DataSapien.Com 

7. Data Veracity & Quality 

Data quality is a critical concern for panel operators. VPN metering captures what it captures 
passively, with limited ability to validate accuracy. DNA's multi-source architecture enables a 
fundamentally different approach to data quality through veracity scoring. 

Crucially, DNA data is ingested into the organisation's existing in-house data taxonomy. This means 
all data pipelines receive correctly structured data from source, eliminating the transformation and 
mapping overhead that typically accompanies new data feeds. The result is clean, taxonomy-aligned 
data that slots directly into existing analytics workflows. 

7.1 Veracity Scoring: Triangulation Across Sources 
DNA can cross-reference, match and score the same data point across multiple independent 
sources, generating a trustworthiness score for each value. This capability is architecturally 
impossible for VPN metering because it can only observe network traffic from a single vantage point. 

Veracity 
Application How DNA Triangulates 

Location 
authenticity 

GPS coordinates + GeoIP + language settings + mobile carrier + timezone 
consistency + app store region + calendar events + behavioural anchors (streaming 
habits, store visit frequency). Validates claimed vs. actual location through multiple 
independent data streams. 

Proof of unique 
human identity 

Device behaviour patterns (natural movement signatures, engagement markers) + 
biometric indicators (unlock patterns) + location validation + app usage behaviour. 
Cross-references erratic vs. natural usage patterns and impossible travel distances. 

Lifestyle & 
preference 
authenticity 

Declared preferences (survey responses) + behavioural evidence (purchase 
frequency, app usage) + digital footprints (installed apps, engagement data) + 
temporal consistency (patterns over time). Validates say-do gap. 

Demographic 
verification 

Behavioural profiles + personality inferences + device usage patterns + life context 
markers. Multi-source validation of declared demographics. With Verifiable 
Credentials (mDL, eIDAS), demographic attributes can be both inferred and 
cryptographically verified. 
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7.2 Advanced Quality Applications 

Application VPN Metering Device Native AI 

Fraud detection Limited to network 
anomaly detection 

✓ Multi-variate fraud detection score from device 
behaviour, location triangulation, and cross-source 
validation 

Engagement 
quality 

Can measure time on 
task 

✓ Engagement Quality Index from multi-variate on-device 
signals 

Identity 
verification 

✗ ✓ Privacy-compliant identity verification via Verifiable 
Credentials and zero-knowledge proof approaches 

Bot detection Network pattern 
analysis 

✓ Device-level behavioural biometrics (natural 
movement, interaction patterns) combined with multi-
source triangulation 
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8. Summary: Where Each Technology Wins 

VPN Metering Strengths 

Full URL-level web browsing data Every URL visited across all browsers, search queries, page 
durations, navigation patterns 

Network traffic visibility API calls, background data transfers, HTTPS metadata, 
content delivery patterns 

Entirely passive No respondent action required beyond initial VPN activation 

Established ecosystem Proven providers, known data outputs, existing client 
workflows 

Device Native AI Strengths 

Personal context intelligence Health, financial, lifestyle, social, calendar, location, photos, 
IoT: an entirely new category of data that VPN architecturally 
cannot reach 

On-device AI inference Auto-segmentation, intent signals, context narratives, 
behavioural summaries. Intelligence generated on-device, not 
just raw data exported. 

Zero respondent impact No battery drain, no app conflicts, no security compromises. 
Protects panel KPIs. 

Privacy by design Sensitive PII never needs to leave the device. Aligned with 
regulatory direction and platform trajectory. 
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100% panel coverage Embedded in the panel app. No separate download. No 
fragmented experience. 

Data veracity Multi-source triangulation and Verifiable Credential 
integration for validated, trusted data. 

Engagement uplift Up to 44x on contextual notifications. 25%+ activation uplift 
on personalised offers. 

Thousands of data sources APIs, takeout/SAR, missions, scripts, and native device APIs 
across thousands of apps and services. 

The strategic recommendation: VPN metering and Device Native AI observe fundamentally different 
layers of the respondent's digital life. Panel operators can deploy DNA at scale across their full panel base 
for personal context intelligence, engagement, and data quality, while continuing to use VPN-based 
solutions via third-party apps for specific projects requiring deep network traffic analysis. This avoids 
putting the panel's own app experience at risk while accessing the broadest possible range of insight.  

DataSapien | Device Native AI for Consumer Insight Panels 

Built by panel veterans (CitizenMe, 500K MAU) who understand the trade-offs panels face between data depth, 
respondent experience, and regulatory compliance. 

DRAFT: This document is pending final engineering confirmation on platform-specific data capabilities. 
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